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Let’s pretend…
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We are here to cheer 
for the internet



.CA Cybersecurity Services

Global Internet 
Leadership

Canadian
Initiatives

Community
Initiatives

2.8 million .CA domains 
with 100% uptime.

100,000 new cybersecurity 
threats blocked daily.

Registry Services

Robust top-level domain 
products and services.

A trusted Canadian internet

Membership
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Press release
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ISED, Sep 6, 2019 

“In partnership with the Canadian Internet
Registration Authority (CIRA), the Government of
Canada has launched a quick and easy Internet speed
test. This test will provide CIRA and the Government
with the data needed to expand high-speed networks
to rural, remote, northern and underserved

communities across Canada.”



CIRA Internet Performance Test

8

• Most internet tests focus on SPEED testing.

• IPT is a QUALITY test about individual internet 
connections.

• Collects many data points through Off-Net connections.
“We appreciate 
what CIRA is 
trying to 
accomplish..this is 

great data.” 

Netago Feb 2020 

16 days - 3,868 tests.

Netago sent the ISED/CIRA test link to 
their subscribers. They now have the 
data to identify exactly where to 
upgrade their network AND can 
demonstrate that to ALL funding 
agencies. 

How about you?



The Canadian experience
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• Canadian Tests since 
May 13, 2015 = 

612,864.

• 46 Cities, ISPs & Rural 
Communities have a 
CIRA Lander data.



Alberta test – Feb 2
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Alberta test – Feb 20
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When you get home:

Please send all your customers the ISED/CIRA Internet 
Performance Test link

https://performance.cira.ca/ISED

Let CIRA know when you connect with your subscribers 
and we will send you reports and maps about the data. 
This will help ISED/CIRA all Canadians.

Grant.Street@cira.ca

https://performance.cira.ca/ISED


Community 
Investment
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Community investment
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• CIRA’s Community Investment Program 
grants fund innovative community internet 
projects to build a resilient, trusted and 
secure internet for all Canadians. 

• Through its annual grants program, 151 
projects have been funded since 2014, with 
an expenditure of $6.7 million. 

• 2020 is the seventh year in which we will 
provide $1.25 M in funding to projects that 
will help build a better online Canada.



Supporting Canadians
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4 Funding Areas:

– Infrastructure
Digital Literacy
Cybersecurity
Community leadership

Priority given to initiatives that benefit: 

– Students (K-12 and post-secondary)

– Northern, rural and Indigenous communities

In 2019, 153 eligible applications were 
reviewed by the Community Investment 
Committee: 21 were funded



Example projects
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Infrastructure: 

• High-speed fibre optic installation connecting underserviced 
remote and rural communities in Winnipeg’s Metropolitan 
region

• Supporting infrastructure growth at Saskatoon Internet 
Exchange (YXEIX) by installing a second peering location in 
the heart of Saskatoon's business and financial district 

• High-speed internet connectivity to two small francophone 
communities on the Port au Port peninsula in Newfoundland

• Mobile mesh technology for improved internet connectivity 
in remote indigenous communities of Canada’s Arctic  



Let’s talk D-Zone DNS Firewall

Protection 
from malware, 

ransomware, 
phishing and bots
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D-Zone DNS Firewall
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• Malware and phishing protection at 
the DNS.

• Global threat science (provided by 
Akamai) provides defence-in-depth 
and a very low false positive rate.

• ISPs benefit from reduced botnet and 
malware traffic on their network.



Leveraging IXPs across Canada

Advocate and support a better Internet 

in Canada that doesn’t rely on US transit

• Faster

• More Reliable

• Sovereign
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Toronto

Vancouver
Calgary

RISQ

Montreal

D-Zone DNS Firewall Nodes

Affordable infrastructure or 

service upsell

• Two clouds

• Two nodes per site

• Transit and IXP 

connected
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Introducing CIRA Canadian Shield

Private

Recursive DNS server

Protected

Private + malware and phishing protection

Family

Protected + pornographic content filtering

Free cybersecurity for all Canadian households

(And it will be the first Canadian DoH service)



DoH – a very brief tutorial
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Stub
Resolver

DNS

Forwarder
Home

Enterprise 

DNS DNS

Recursive
Resolver

ISP

Authoritative

Clear Text

OS

Encrypted

Applications
Browsers
Using DoH



And this is why…
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Snowden to the IETF: Please make an internet 
for users, not the spies

1. Secret court orders allow NSA to sweep up 
Americans' phone records

2. PRISM
3. Britain's version of the NSA taps fiber optic cables 

around the world
4. NSA spies on foreign countries and world leaders
5. XKeyscore, the program that sees everything
6. NSA efforts to crack encryption and undermine 

Internet security
7. NSA elite hacking team techniques revealed
8. …

June 2013
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+



Interested?
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Contact me to get on the EAP

Rob.Williamson@cira.ca
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• The CIRA Internet 
Performance Test is helping 
ISED identify opportunities 
for investment and evaluate 
the success of the results

• CIRA offers the DNS Firewall 
to ISPs to help keep bad 
traffic off their network and 
off customer’s computers

• CIRA invests in the 
community with direct 
funding and programs like 
IXPs and the CIRA Canadian 
Shield


